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OPC Support EN-ICE-SIC recommended DCOM settings for OPC

1. Windows 7 ( 32/64 bit)configuration overview

This tutorial walks through the Schneider OFS 3.34 OPC Server DCOM configuration and security
settings under Windows 7

Schneider OPC Server
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B User access authorization control
M Windows firewall

The steps to securely configure the OPC Server are: first of all, setting the general DCOM protocol
authorizations for the computer access (MyComputer) then create some exceptions on the firewall
so the OPC client can access the OpcEnum which gives the list of the OPC servers running on the
machine, and last, configure the DCOM access permissions for OpcEnum and the OPC server.

The steps described in this tutorial will not follow this order to make it shorter
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2. OPC Server Settings

A. “MyComputer” settings

Managing the settings for the general access to the computer setting, users and permissions

e Press 3 + R to open the Run menu type "DCOMCNFG" on the text area and press ENTER to open
the Component Services window

e Under: Component Services=>Computers, Right-click on "My Computer" and Choose the "Properties"
from the menu.

® C(Click the "Default Properties" Tab and configure as follow:

Enable Distributed COM on this computer checked.

Default Authentication Level Connect

Default Impersonation Level |dentify

®. Component Services e = I e 2
" fault Protocol ecuity &
| ®. File Action View Window [ Genesal [ Opti ‘ Default Propestic

0“|3|ﬂ@

[ 3 Console Root
4 ®. Component Services

le Distrbuted COM on this computer

[7] Enable COM Intemet Services on this computer

Default Distributed COM Commurecation Propesties
The Authentication Level specifies security 8t the packet level.
2] EventViewer (Local) i * G

4, Services (Local) Del::g Authentication Levet

The impersonation level specifies whether appiications can detemmine
who is caling them, and whether the apphcation can do operations
using the client’s identity,

Default Impersonation Level

Security for reference tracking can be provided # authentication is used
and that the defaul mpersonation level is not anonymous.

|71 Provide additional secuity for reference tiacking

= Run =

selting these properbes
—=  Type the name of a program, folder, document, or Internet Leam more about setting these properte:

resource, and Windows will open it foryou.

I
[ ok |[ cancel ][ Browse.. |

e Click on the "COM Security" tab

Configure as needed, giving permissions to the users and/or groups who should be able to access the COM
service in this machine, setting the permissions. To assign permissions to a special group or user, add it and
check the corresponding boxes.

e Inthe example.

click "Edit Limits" button within the " Access Permissions "
hit Add enter the object name ( ex: workgroup\user )
hit OK
check the desired allow or deny boxes
click OK

click "Edit Limits" button within the " Launch and activation Permissions "
Repetition of the previous operation for the desired users

e Press OK at the bottom to save settings.
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5
%= Component Services

. File Action View W
Lkl ABEA

(I3 Console Root
4 8. Component Services
a4 [ | Computers
1% My Computer
© {2 Event Viewer (Local)
b £k Services (Local)

My Computer Properties

EN-ICE-SIC recommended DCOM settings for OPC

=]

General
Default Protocals

Aecess Permissions

Default Properties

also set fimits on applications that determine their own permissions

Caution: Modifying access permissions can affect the ability
of applications to start, connect, function and/or run
sECUrely.

Launch and Activation Permissions

Youmay edit whao is allowed by default to launch applications or
activate objects. You map also set limits on applications that
determine their awn permizsions,

Caution: Madifying launch and activation permissions can
affect the ability of applications to start, connect, function
anddar n securely.

Leam more about getting these properties

MSDTC

“fou may edit who is allowed default access to applications. You may

Edit Default

Access Permission

Sec

ity &3

Group or user names:

33‘ Everyone

& Marca Pedio De Sousa Pimentel [marco pedro.de souza pi
33‘ Pertormance Log Users (VMW7 32\Performance Log Users|
3.3‘ Distributed COM Users VMW 732\Distributed COM Users]
2 ANONYMOUS LOGON

Pemissions for Marco Pedro De
Sousa Pimentel

Local Access
Remote Access

Leam about access control and permissions

0K Cancel

Select this object type:
Users, Groups, or Built-in security principals

From this location:

cem.ch

Enter the object names to select [eramples):

Select Users, Computers, Service Accounts, or Groups

=]

Object Types

Chrokgoupis= 2

Check Names

CERN
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B. “OpcEnum” Settings

Manage the users/groups that should be able to see the OPC servers running on the machine (It is
possible to give authorisation to many users/groups to see the existing OPC servers running but
authorise different users/groups to access to different servers. See: 4. Permissions settings)

e Under: Component Services=>Computers=>My Computer->DCOM Config, find “OpcEnum” on the list
right click on it and Choose "Properties" from the menu.
e On the tab “General” Certify that the combo box have the value “connect” if not choose it.

IEI—

OpcEnum Properties

ES Component Services ===
8. File s Actions s wiindowr General Docation | Security | E ndpaints | Idenlityl e
= & | Ve | XE & Geheral properties of thiz DCOM application
N \% MSTTS DecObj C = Application Mame: OpcEnum
- i
5 MAP Agent Servi Application [D: {13486044-4621-11D2:4494-3CB306C1 0000} -
» & Map Elevated CO
- & NCLUA, Application Type: Local Server 4
. & NDFAPT
= o
. % netrnan Authentication Level@onnect > ) v]
; % netprofrm Lacal Path:
> ‘% MetProji
» & Metwork and Sha|;|
. Offline Files Servi

= OpcEnum 3
» & OpenSearch Desc

. £ Out Of Proc Map

> &% PDFPrevHndlr

s % PDFShelllnfo

s &% PenlMCZ

s 8 PenIMCY

o % PerfCerter Enabl

. 2 PersistentZaneld

]
> ‘% PhotodcgHyWEwe
> "% Photolcguire Learm more about zetting these properties.
s B PLA
- & PNPXAssocdl o
VR T b ok ] [ [ ] ’ Apply

e Select the “security” tab, on the Launch and Activation Permissions area hit the “Customize”
button then the “Edit” button.
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2 .
= Component Services
&

File Action

= | HEIXE | BE

Map Elevated COM ¢l
NCLUA
INDFAPI
netman

View Window Help|

IR Y

e
=
‘g‘ netprofm

‘é.“ MetProjW

& Network and Sharing
& Offline Files Service
\.zng OpcEnum

‘;“ OpenSearch Descript
‘;“ Qut Of Proc Mapi Ha
& PDFPrevHndir

‘2 PDFShellnfo

& PenIMC2

‘é.“ PenIMC4

‘;“ PerfCenter Enabler
‘;“ PersistentZ oneldentif
& PhotoAcgHWEventH
‘é.“ PhotoAcquire

& PLA

& PNPXAssoc.dll

\.zng Preview Handler Surr
‘;“ PrintBrmEngine

‘;“ PrintFilterPipelineSve
& PrintlsolationHost

=

OpcEnum Properties @
| General I Locatl@ECU'@ndpolnts | Ident\t_l,ll
Launch and Activation Permissiong
() Use Default
ugtomlze <®
Arcess Pemissions
(1 Use Default
ustomize ‘@

Configuration Permiszions
() Uge Default

@ Customize Edi...

Leamn more about setting these properties.

===

— [[ &

‘é.“ Profile Motification H

Launch and Activation Permission

Sectrity

Group or user names:

. e
B 5vSTEM

E tarco Pedro De Sousa Pimentel [marco. pedro.de. sousa.pi...
.QIJ.Adminislratnrs Wi 7320 dminiztrators)

SR INTERACTIVE

Permizzions for Everyone Allow Dery

Local Launch
Remote Launch
Local Activation
Remate Activation

i

Learn about access control and permissions

4 1 | +

e Manage permissions. See: 4. Permissions settings click OK at end

e On the Access Permissions area hit the “Customize” button then the “Edit” button.Permissions

settings

e Manage permissions. See: 4. Permissions settings click OK at end

C. “Schneider-Aut OPC Factory Server” Settings

e Find “Schneider-Aut OPC Factory Server” on the list right click on it and Choose "Properties" from

the menu.

e Repeat the steps in B knowing that the authorizations are now for this particular server

Exit the DCOMCNFG

CERN
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3. Server Firewa

11 Settings

Configure the firewall exceptions

EN-ICE-SIC recommended DCOM settings for OPC

e Press 3 + R to open the Run menu type " wf.msc" on the text area and press ENTER to open the

Component Services

window

= Run

= Type the name of a program,

=]

folder, document, or Internet

resource, and Windows will open it for you,

=

Cancel l’ Browse... ]

A. OPC Server Enumerator exception

e  Right click Inbound Rules and choose New Rule from the drop down menu, the Inbound Rules wizard

[E=1 EoE =)

’i Q MHew Inbound Rule Wizard

Rule Type

Select the type of firewall wle to create.

' Steps:
s Rule Type
» Frogram
bole tction
@ Profile

@ Mame

what type of rule would pou like to create?

@ Program
Fiule that controls connections for a program.

) Port

Fiule that controls connections for a TCP or UDP port.

) Predefined:
BranchCache - Content Retrieval [Uses HTTP)

Fiule that controls connections for a ‘Windows experience.

() Custom
Custamn rule.

Leam mare ahout rule types

< Back

&

will appear
W \Windows Firewall with Advanced Security
File Action ‘Wiew Help
e 26 =@
ﬂ Wirdones Firewall with Adwvance
&3 Inbound Rules
[ 2] Mew Rule...
i . .
- Filter by Profile
Filter by State
Filter by Group
View
Refresh
Export List..,
Help
] 1 +
MNews Rule...

e Gotoinbound rules and add to the exceptions list Chose program and hit next>

e  chose This program path, hit Brows find opcenum.exe double click it and hit next>

( the path should be:

Windows7 32 bit machine = c:\windows\system32\opcenum.exe
Windows7 64 bit machine and Windows Server 2008 R2 = C:\Windows\SysWOW&64\opcenum.exe)

e Chose Allow the connection and hit Next>

Beta 1
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e  Check the desired boxes ( in our example we only check Domain ) hit Next>
e Give a name to the connection rule and a description if you desire to then hit Finish.

B. OFS Server exception

e  Right click Inbound Rules and choose New Rule from the drop down menu, the Inbound Rules wizard
will appear

e Chose program and hit next>

e  chose This program path, hit Brows find OFS.exe double click it and hit next> ( the path should be:
(32 bit)=>C:\Program Files\Schneider Electric\OFS\Server\ofs.exe
(64 bit)> C:\Program Files (x86)\Schneider Electric\OFS\Server\ofs.exe)

e Chose Allow the connection and hit Next>

e Check the desired boxes ( in our example we only check Domain ) hit Next>

e Give a name to the connection rule and a description if you desire to then hit Finish.

Exit the firewall configuration window

Restart windows

4.. Permissions settings

The server permissions can be managed according to the level of access we want to give, for
example if we have a worckgroup (WG) how can access a server and we want user A (UA) to be able
to access OPCserverA and user B (UB) to be able to access only OPCserverB, we should set.
permissions as follow:

OpcEnum > WG
OPCserverA - WG\UA
OPCserverB 2> WG\UB

And allow remote and\or local operations for each one of them.

5. End lines and comments
To test the connections use the free MatriconOPC Explorer running on a remote machine. In the

Matrikon Explorer go to the menu Server—>add/Connect server, on the connection dialogue fill the
host name like this \\hostname and in the server write Schneider-Aut.OFS
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https://www.matrikonopc.com/downloads/176/index.aspx
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2 MatrikonOPC Explorer - [Untitied) ———— [=o[E] = ]

Eile Server Group [tem View Help

CE e - N R I N

Localhost "\\PCEN33040' [

B~y Localhost '\PCEN33040
B Matrikon, OPC. Simulation, 1 @ H
+ g Network Neighborhood Mﬂ T" an O P(:

= Other Network Computers OPC Server Connection Options

Host

'E “hhostnanme >

(o ILocthost
® | =

Gerver
The: combao box below containg a list of OPC

Servers that are cumently browsed

:E 5 chneides-fut. OFS| >

c IMatnkon.DPE.S\muIalion.] ;I

Group Info

Ok I LCancel | L]

You can configure any Mal
Server from OPC Explorer.

L cuck For Detaits ]
@ MotrikonOPC

Server Info
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